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1.2 &EXH

[1] A7600 Series_ AT Command Manual

1.3 RiFF4E5S

SSI8 Secure Sockets Layer

PDP Packet Data Protocol
MQTT Message Queuing Telemetry Transport
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B 2 MQTT(S)# AT #54

AT+CMQTTSTART Start MQTT service

AT+CMQTTSTOP Stop MQTT service

AT+CMQTTACCQ Acquire a client

AT+CMQTTREL Release a client

AT+CMQTTSSLCFG Set the SSL context (only for SSL/TLS MQTT )
AT+CMQTTWILLTOPIC Input the topic of will message
AT+CMQTTWILLMSG Input the will message
AT+CMQTTCONNECT Connect to MQTT server
AT+CMQTTDISC Disconnect from server
AT+CMQTTTOPIC Input the topic of publish message
AT+CMQTTPAYLOAD Input the publish message
AT+CMQTTPUB Publish a message to server
AT+CMQTTSUBTOPIC Input the topic of subscribe message
AT+CMQTTSUB Subscribe a message to server
AT+CMQTTUNSUBTOPIC Input the topic of unsubscribe message
AT+CMQTTUNSUB Unsubscribe a message to server
AT+CMQTTCFG Configure the MQTT Context

FEZH AT 84158, 155 %“A7600 Series_ AT Command Manual”.
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Tencent cloud

FEEJT4 | simcom_tencent

FRiEE 2

OF ©) warz ) ==rz © s=ns
<" CXVCXV
iREER RERMY REHE REEN BETH RELTEEE TR TEER REFHEE
REER
BEER  oxvexv Ip FiEr=&@ simcom_tencent R EIERTE 2020-08-20 13:25:15
BEZH +OFD4ug++PtTxypNOyiEg== If F=RID BBKY2ENZ58 Iy BERS
EOEAHE 2020-08-20 15:33:43 =I5 F4RHE 2020-08-24 13:44:09 EHHRA
REER wE

St TaEsEe

productiD

devicename

devicesecret

clientID

username

password

url

VA& S )77 i 1D:

B8KY2ENZ58

A& ST B 44

CXVCXV

A& FHH B 5

+OFD4uq+I+PtTxypNOyiEg==

productkey + devicename:

B8KY2ENZ58cxvexv

productkey + devicename + SDKAppID + connid+expiry:
B8KY2ENZ58cxvcexv;12010126;0L1VU;1599552695
token;hmac &4 /1%
4e05c256447545b35d6a48bc6636f7a58c05ae8f;hmacshal
url #4if:tcp:// productkey.iotcloud.tencentdevices.com:1883:
tcp://IB8KY2ENZ58.iotcloud.tencentdevices.com:1883

F M) username Al password 7] DL H i AR A A2 e T B AR R, TR BE G R

www.simcom.com
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https://iot-public-resource-1256872341.cos.ap-guangzhou.myqgcloud.com/password % E7 %94 %9F % E6%88
%90%E5%B7%A5%E5%85%B7TencentloT.zip? ga=1.94821276.1254222481.1572570156

A% TR

ProductID: BSKY2ENZ58
DeviceName: CXVCXWV
DeviceSceret: +0FD4ug+1+PtTxypNOviEg==
Hmac 25 TEL 75 258 2 ik - HMAC-SHA1 ﬂ

Generate

25273

UserName: BBKYZENZ58cxvexv; 12010126; 0L1VU; 1599552695

Password: 4205c256447545b35d6a48bc6636£7a58¢c05ae8f ; hmacshal

N

F B RS TS H D Ja AT DU IR AR AER) MQTT PR RN, BARERIES % 4 SR

3.2 ®Bah=

<« C @ https;//open.iot.10086.cn/develop/matts/product/#/general?pid=367735 * O

BOmE % =R, forma @ Rl (Ter/ ) https://emjd.com; (@ ssuTistmysmar Bl HTTPRSED: 207 [E @&E=)HTTP CHU &% ASR Customer Suj

)| CHOneNET | MQTTHIEXRIZEAF BT A Bre =i

W i R

&ER
SRR S lmcom_AS R F5iD HRID access_key ( BEEAMY
367735 202743 marTsjB
HEYCE <
)
pAIUE]ES
ERpiasare (2
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S OneNET | MQTTHIBRIEM: T

iZEFIE — IREIFS [asr_1601]

RIS FHIBRE FEIER REERE

asr_1601 miE
SIS igEZID 620566067 =%
stEp FIMO BlEERTE 2020-08-21 15:41:19 =4

key ceu9anCCNYKZcYh+ZL283Y GSeojVhi+tn7v2nmBriGl= =4 Hifikey
RrFHERE iBsiA dsad
H&EiE

onenet ¥ #% 7 I #2 HE_E B v i % T2 00T DLIRBGE R I 5 EE R 280

= i RO 1 72 f 1D
ProductiD 72 A AL TR P

367735
i B TR S % 44 B
devicename
asr_1601
devicesecret WA VR S I B a5 5 4
ceu9anCCNYKZcYh+ZL283YGSeojVhi+tn7v2nmBrfGl=
clientiD devicename:
asr_1601
username productkey:
367735
token:
version=2018-10-31&res=products%2F367735%2Fdevices%2Fasr_1601&et=
password
2020-08-21
15:41:19&method=sha1&sign=HOxFBRcTj7bRTQyN2X11Yn56d3s%3D
url tcp://183.230.40.96:1883
of B By [
2020-08-21 15:41:19
res products/ productkey /devices/ devicename:

products/367735/devices/asr_1601

A% ) username #1 password 7] DL H1 onenet #2194 m/h T B A B, T B MHEW R
https://open.iot.10086.cn/doc/mqtt/book/manual/auth/tool.html

AAZE TR
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f OneNET-tokenit&TEV1.00 < pd
i EF
lres: [productsf36??35/devices/asr_1601 l Generate -
et: 2020-08-21 15:41:19
i key: ceu9anCCNYKZcYh+ZL283YGSeojVhi+tn7v2nmBrfGl=
imethod; Ishat v| version: |2018-10-31

|version=2018-10-31&res=products¥2F367735% 2Fdevices%2Fasr_1601&et=2020-
08-21 15:41: 19&method=shal&sign=HOxFBRcTj7TbRTQyN2X11Tn66d3s%3D

F b SRS TS BN ) 2 J5 AT DAL B FRER) MQTT s, BAEEIESHE 4 B1R)

3.3 HfEx

BENIEHER

100931661
BEHIY MQTT
WIEA FHEERIE

FHIER VJJfOtFfqatB 1 Tu3npE9Giral24NZPz9Qn

bF1Zzo7k4

TWing (X135 8 F T, 4% _E P o 18 3% T 2 B m] DASRBUESR T 5 2L S 4

Productid W ID:
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devicename

devicesecret

clientiD

username

password

url

A7600%7%_=F & Wil _RFHXAR4_V1.00

100931661

VA TR S % 44 B

simcom

FRAE
VJJfOtFfqqtB1Tu3npE96iraL24NZPz9QnbF1Zzo7k4
productkey:

100931661

devicename:

simcom

devicesecret:
VJJfOtFfqqtB1Tu3npE96iraL24NZPz9QnbF1Zzo7k4
tcp://mqtt.ctwing.cn:1883

F b SRS TS BRI J5 o) DAZ BEFRAER) MQTT WU, RARERIE S5 4 =R,

3.4 fEZ=

PRUE AT 452 &L E =
AR R 5L IR~ & FREL A S 048 AliYun e 8 TR A 3R BUERE 0T B 2 &I844 server_addr, Cliendld,

Username fl1 Password 2%k

productkey
devicename
devicesecret

www.simcom.com
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EC0 Alivun@EZ=s, made by: = EESA@IRESE T — =
| ©
EPNLY —— = SRR RIS
Regionld: fEZ:2 ~

ProductKeyilvCvRVEKFW|
DeviceNaméJFUNAEhu4CI
DeviceSecre53VxyGTOPD
TimeStamp!

Clientld: JFUNAEhu4CT|
Securemod{TCF"Eﬁ' ~|
Method: ‘hmacshat ~

Pl BB = R S iR
i_jf%i,ﬁ:ﬁaivaRVE kjw.iot-as-mgtt.cn- shangh|
Clientld{H8dvy5aewUFUNAEhu4CI | securemode=3|
UsernanH8dvy5aewUFUNAEhu4CI&alvCvRVEKjW |

LRIVl ES5ADCD2881657922822D4BES5ACESBCL E43

clientIdH8dvv5aewUFUnAEhud4CIdeviceN| | =5t

BB WHNGRE
AT+CPIN?
+CPIN: READY
AT+CSQ
+CSQ: 21, 99
AT+CPSI?
+CPSI: LTE,Online,460-00,0x333C,60789825,180,EUTRAN-BAND40,38950,5,0,28,46,46,27
AT+CGREG?
+CGREG: 0,1

BL. EERE
AT+CMQTTSTART
+CMQTTSTART: 0
AT+CMQTTACCAQ =0,"sC06sxOBjWOMvIRQJcn7|securemode=3,signmethod=hmacsha1|"
OK
AT+CMQTTCONNECT=0,"tcp://a1uWpfXtJlY.iot-as-mqtt.cn-shanghai.aliyuncs.com:1883",60,1,"sC06sxOBjWO
MvIRQJcn7&a1uWpfXtJIy"," "
+CMQTTCONNECT: 0,0

B=H UK

AT+CMQTTSUB=0,42,1,1 IER: 0s&<client_index>, 42 £ F@KSE, HIRRFF>Z)E, HiA:
TuWpfXtdIY/sC06sxOBjWOMvVIRQJcn7/user/get
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AT+CMQTTSUB=0, 42, 1, 1
>falulpfXtJ1Y/sC06sx0B jWOMv1ROTenT fuser/get
0K

HCHQTTSUB: 0,0 iTEIRETH

+MOTTRXSTART: 0, 42, 4
HMQTTRXTOPIC: 0, 42
faluWpi¥tT1Y/sC06sx0B jl'OllleQIcn?}'userfget

111 U mEIaETSEA

OTTRXEND: 0

EUE: RAHE
AT+CMQTTTOPIC=0,42 e F KL
HMIRRFT>2 5, fiA:

la1uWpfXtdlY/sC06sxOBjWOMvVIRQJcn7/user/123

AT+CMQTTPAYLOAD=0,60
MR FT> 25, A
012345678901234567890123456789012345678901234567890123466666
AT+CMQTTPUB=0,1,60
+CMQTTPUB: 0,0

4 E -
C065%0B JWONvIRQ] cn//user/ 123 ﬁ)\?‘iﬁiﬂ

=

| “CIQTTPIE: ) &AniEEEIRSS 38D (gl

1214373324549928448 g5

I /a1uWpfXtIY/sC06sxOBJWOMvIRQen7 fuser/123 I

2020/01/07 10:28:57

012345678901234567890123456789012345678901234567
890123466666

RE  Tat(UTFy) Vv |

|§'ri‘l

*i
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RO TEYFIA 1 /E MQTT #rvfE AT $54 7 B20 B = i 5528, ASR T 5124t CMQTTCFG 54 — & 20 B 2= AR 55
BRI R AR LR, R SRR 7 SKiE1T publish A1 subscibe BT,

BB MHLGRE

AT+CPIN?

AT+CSQ

AT+CPSI?

+CPSI: LTE,Online,460-00,0x333C,60789825,180,EUTRAN-BAND40,38950,5,0,28,46,46,27
AT+CGREG?

+CGREG: 0,1

B —REERWERRSS

at+cmgqttcfg="aliauth",0,"a1uWpfXtJIY","sC06sxOBjWOMvIRQJcn7","yRMPnSW2bMBBXTgjj5FrokwXvVxt
xeRC"
ok

E=8: TR
AT+CMQTTSUB=0,42,1,1 IER: 0 sE<client_index>, 42 £ F@KE, HIRRIF>Z/E, HiA:
TuWpfXtdlY/sC06sxOBjWOMvVIRQJcn7/user/get

HL: RATHE

AT+CMQTTTOPIC=0,42 IR y=N= =¥ 8 N

HISRRFT>2Z 5, HA:
/a1uWpfXtdlY/sC06sxOBjWOMvVIRQJcn7/user/123
AT+CMQTTPAYLOAD=0,60

HIRRF> 2 5, A
012345678901234567890123456789012345678901234567890123466666
AT+CMQTTPUB=0,1,60

+CMQTTPUB: 0,0

www.simcom.com 131722
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B 4 ZFEEAxS

4.1 BEiR=

411 FRERSEEBNLE

PR HES R 2 B =

AT+CMQTTSTART I1FF )3 MQTT k%5, W& PDP
OK

+CMQTTSTART: 0

AT+CMQTTACCQ=0,"B8KY2ENZ58cxvexv",0 [/ 5E % ) i i %
OK

AT+CMQTTCONNECT=0,"tcp://B8KY2ENZ58.i0 //E#HZE MQTT k%4
tcloud.tencentdevices.com:1883",60,1,"B8KY2
ENZ58cxvcxv;12010126;0L1VU;1599552695","
4e05c256447545b35d6a48bc6636f7a58c05ae8f

;hmacsha1"”

OK

+CMQTTCONNECT: 0,0
AT+CMQTTDISC=0,120 IR 55 4 Wi o
OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IIRE TR i 1 %
OK
AT+CMQTTSTOP 15 1E MQTT A%
OK

+CMQTTSTOP: 0

www.simcom.com 14 | 22
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412 —BEEBAE

//—RERERS

AT+CMQTTSTART I1FF )3 MQTT k%5, W& PDP
OK

+CMQTTSTART: 0

AT+CMQTTCFG="tencent",0,"B8KY2ENZ58"," /[ —RZEZRS 4 (FHNSEESEE=3)
cxvexv","+OFD4uq+I+PtTxypNOyiEg=="

OK

AT+CMQTTDISC=0,120 IR 55 45 W T

OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IPRE TR 7 i S
OK

AT+CMQTTSTOP Mz 1E MQTT k%%
OK

+CMQTTSTOP: 0

4.2 BI=

421 ERSEERRBIIZ

IIirHEFS 48 ONENET

AT+CMQTTSTART I1FF)a MQTT k%, #eE PDP
OK

+CMQTTSTART: 0

AT+CMQTTACCQ=0,"asr_1601",0 11156 7€ %5 J v B B

OK

AT+CMQTTCONNECT=0,"tcp://183.230.40.96:1 //EHZE MQTT k%4
883",60,1,"367735","version=2018-10-31&res=
products%2F367735%2Fdevices%2Fasr_1601

www.simcom.com 15/ 22
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&et=2020-08-21

15:41:19&method=sha1&sign=HOxFBRcTj7bR

TQyN2X11Yn56d3s%3D"

OK

+CMQTTCONNECT: 0,0

AT+CMQTTDISC=0,120 IR 55 5 W T

OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IR TR 2 v 1 452
OK
AT+CMQTTSTOP M5 1E MQTT A%
OK

+CMQTTSTOP: 0

422 —RBEEBIE

Il—%&3%$ ONENET

AT+CMQTTSTART IDF)E MQTT fIR55, & PDP
OK

+CMQTTSTART: 0

AT+CMQTTCFG="onenet",0,"367735","asr_16 /—#iEER%HE (FHKSHES L E=5)
01","ceu9anCCNYKZcYh+ZL283YGSeojVhi+tn

7v2nmBrfGI="

OK

AT+CMQTTDISC=0,120 TR 5548 Wi

OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IR 7 g 1 42
OK
AT+CMQTTSTOP =ik MQTT RS
OK

+CMQTTSTOP: 0
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4.3 BiE=

431 RERSEERET

IIFnHETE 28 TWING

AT+CMQTTSTART I1FF )3 MQTT k%5, W& PDP
OK

+CMQTTSTART: 0

AT+CMQTTACCQ=0,"100931661",0 11355 5 2 7 v B 1%

OK

AT+CMQTTCONNECT=0,"tcp://mqtt.ctwing.cn: //iE# % MQTT k% %%
1883",60,1,"simcom™,"VJJfOtFfqqtB1Tu3npE96
iraL24NZPz9QnbF1Zzo7k4"

OK

+CMQTTCONNECT: 0,0
AT+CMQTTDISC=0,120 1T IR 55 25 Wi
OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IPRE TR 7 i i
OK

AT+CMQTTSTOP Iz 1E MQTT k%%
OK

+CMQTTSTOP: 0

43.2 —EFEEBES

II—5%# TWing

AT+CMQTTSTART I1FF)a MQTT k%, #eE PDP
OK

+CMQTTSTART: 0

www.simcom.com 17 | 22
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AT+CMQTTCFG="wing",0,"100931661","simco //[—##E# k%% ((FHMSHESHE =5)
m","VJJfOtFfqqtB1Tu3npE96iraL24NZPz9Qnb

F1Zzo7k4"

OK

AT+CMQTTDISC=0,120 11 AR 55 4 Wi T

OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IR 7 g 1 42
OK
AT+CMQTTSTOP M= ik MQTT RS
OK

+CMQTTSTOP: 0

44 MEZX

441 RERSEENER

IIFrHEFR 4 ZE# Aliauth

AT+CMQTTSTART 1078 MQTT 55, ¥k PDP
OK

+CMQTTSTART: 0

AT+CMQTTACCQ=0, 11155 7€ 7% /- v B
"VFO0fj2v714RjQTdtrBF1000100|securemode=-2

,authType=connwl|",0

OK

AT+CMQTTCONNECT=0,"tcp://a1gE2TC8N1V.i /£ ZE MQTT RS 5
ot-as-mqtt.cn-shanghai.aliyuncs.com:443",60,
1,"device1&a1gE2TC8N1V","A14159895916285

1260e7b67daaaa307"

OK

+CMQTTCONNECT: 0,0

AT+CMQTTTOPIC=0,13 11 B R AR T B 32
>

www.simcom.com 18/ 22
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OK
AT+CMQTTPAYLOAD=0,60 AN R AT S
>

OK
AT+CMQTTPUB=0,1,60 IRATIE R
OK

+CMQTTPUB: 0,0

AT+CMQTTSUBTOPIC=0,9,1 15 NAT 15 78 J2 1 32
>

OK

AT+CMQTTSUB=0 IRT VS S

OK

+CMQTTSUB: 0,0
AT+CMQTTSUB=0,9,1 IR 25 25307 e — > 2t
>

OK
+CMQTTSUB: 0,0

AT+CMQTTUNSUB=0,9,0 IR 55 45 BT 1T 15 3 7
>

OK
+CMQTTUNSUB: 0,0
AT+CMQTTDISC=0,120 11 AR 55 4 Wi T

OK

+CMQTTDISC: 0,0

AT+CMQTTREL=0 IR P g 1 42
OK
AT+CMQTTSTOP M= ik MQTT RS
OK

+CMQTTSTOP: 0

442 —EEERMER
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IIFrHEFR 2 Aliauth

AT+CMQTTSTART I1FF)E MQTT k%5, W& PDP
OK

+CMQTTSTART: 0

AT+CMQTTCFG="aliauth",0,"a1gE2TC8N1V","de //—HIEHMS5 6 (HHNSHIESHE =5%)
vice1","d3089ebd48d906ca3d85479dab2bdc5f"

OK

AT+CMQTTTOPIC=0,13 118 B R AT B[ 3

>

OK
AT+CMQTTPAYLOAD=0,60 RN R ATTH B
>

OK
AT+CMQTTPUB=0,1,60 IR ATE &
OK

+CMQTTPUB: 0,0

AT+CMQTTSUBTOPIC=0,9,1 5T NAT T VE S8 1) 3
>

OK

AT+CMQTTSUB=0 IRARIAREDSS

OK

+CMQTTSUB: 0,0
AT+CMQTTSUB=0,9,1 I MR 55 28 0T ] — A £ 8
>

OK
+CMQTTSUB: 0,0

AT+CMQTTUNSUB=0,9,0 IR 55 o BT AT 1) 3 A
>

OK
+CMQTTUNSUB: 0,0

AT+CMQTTDISC=0,120 TN 55 25 W T
OK
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+CMQTTDISC: 0,0

AT+CMQTTREL=0 TR TS iy 3 %
OK

AT+CMQTTSTOP 151k MQTT AR5
OK

+CMQTTSTOP: 0
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