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Introduction

In this lesson, we will use the ESP32 WiFi-Halow module to connect to the
ThinkNode-G4 WiFi HaLow Gateway through WiFi HaLow wireless communication
technology. This gateway can not only serve as an access node for the WiFi HaLow
network, but also has the capability to connect to the Internet, enabling data
communication between devices and cloud servers.

During system operation, the ESP32 WiFi-HaLow module will first connect to the
WiFi HaLow network established by the ThinkNode-G4 WiFi HaLow Gateway. After
the network connection is successful, the camera on the ESP32 module will
continuously capture real-time image data and publish these image data to the
MQTT server through the MQTT protocol.

MQTT is a lightweight loT communication protocol that is highly suitable for data
transmission between low-power devices and remote servers. In this lesson, the
ESP32 WiFi-HaLow module acts as the MQTT Publisher, continuously sending camera
image data to the MQTT server; while a computer or other clients subscribed to the
corresponding MQTT Topic act as MQTT Subscribers, capable of receiving and
displaying the camera images transmitted by the ESP32 module in real time.

Hardware Used in This Lesson

In this lesson, we will use the camera and WiFi HaLow wireless communication chip
on the ESP32 WiFi-HaLow module to implement remote real-time transmission of
camera images.




Wi-Fi Halow (based on the IEEE 802.11ah standard) is a low-power, long-range
wireless communication technology specially designed by the Wi-Fi Alliance for loT
scenarios. Compared with traditional Wi-Fi technology, it operates in the license-free
Sub-1 GHz frequency band (mainly the 900 MHz band). This frequency selection
gives it revolutionary advantages in propagation characteristics. Low-frequency radio
waves have stronger diffraction and penetration capabilities, enabling them to
effectively pass through buildings, vegetation, and other obstacles, thereby
overcoming the inherent limitations of traditional Wi-Fi in coverage range and
environmental penetration.

Since this project uses WiFi HaLow wireless communication, the ESP32 WiFi-HaLow
module cannot directly connect to a regular router like standard WiFi devices.
Instead, it needs to connect to the ThinkNode-G4 WiFi HaLow Gateway that supports
WiFi HaLow technology.

This gateway can establish a WiFi HaLow network and provide Internet access
capability, allowing the ESP32 WiFi-HaLow module to successfully access the MQTT
server and complete data transmission.

The Wi-Fi Halow Gateway is an innovative WiFi Halow gateway developed by
ELECROW, designed to meet the long-range and high-speed data transmission
requirements of loT applications. The gateway adopts Wi-Fi HaLow (IEEE 802.11ah)
technology and operates in the license-free sub-1 GHz frequency band. Compared
with traditional WiFi standards, it provides stronger penetration capability and wider
coverage. It is equipped with powerful hardware, including advanced RF functions, a
high-performance MCU, and flexible interfaces, enabling seamless integration with
existing networks. It can be easily configured and upgraded via OTA through the
Web Ul, and supports a large number of simultaneous device connections, making it
an excellent solution for smart manufacturing, smart cities, and other applications.



Operation Effect Diagram

After the camera captures real-time images, the ESP32 WiFi-HaLlow module will
upload and publish the image data to the MQTT server through the MQTT protocol.
Any client device subscribed to the corresponding MQTT Topic, such as a computer
or other loT devices, can receive these image data in real time and view the camera
images transmitted by the ESP32 WiFi-HaLow module.

C: \Usels\lulTS\Desktop>pythcn WiFi_Halow_Camera_Video.py
Attempting to connect to 47.1

Entering main loop, waiting to receive the first frame...
| Successfully connected to serfjgRA RNV
Successfully subscribed
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size:
Received new data! Size: <
Received new data! Size: ytes
Received new data! Size: U bytes
Received new data! Size: 6996 bytes
Received new data! Size: 6986 bytes
Received new data! Size: 6986 bytes
Received new data! Size: 6890 bytes
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Key Explanations

Next, let us set up the environment together so that we can remotely view the
camera images of the ESP32 WiFi-HaLow module through MQTT.
First, let us configure the ThinkNode-G4 WiFi HaLow Gateway.

The purpose of configuring the ThinkNode-G4 WiFi HaLow Gateway is to establish a
low-power, long-range, and strong wall-penetration wireless communication
network based on WiFi HaLow, enabling the ESP32 WiFi-HaLow module to stably
access the Internet and achieve data communication with the MQTT server.

In this project, the ESP32 WiFi-HaLow module will capture real-time image data
through the camera and use the MQTT protocol to publish the image data to the
MQTT server. The ThinkNode-G4 WiFi HaLow Gateway is responsible for establishing
a communication bridge between the WiFi HaLow network and the regular Internet.
On one hand, it provides WiFi HaLow wireless access for the ESP32 WiFi-Halow
module; on the other hand, it connects to a home router through an Ethernet cable
or regular WiFi to achieve external network communication.



After the gateway configuration is completed, the ESP32 WiFi-HaLow module will be
able to successfully connect to the MQTT server through the WiFi HaLow network
and continuously upload real-time camera image data. At the same time, computers
or other client devices subscribed to the corresponding MQTT Topic can also receive
and view the camera image data in real time within the same network environment,
thereby implementing long-distance wireless image monitoring and data
transmission functions based on MQTT.

Configure the ThinkNode-G4 WiFi HaLow Gateway

First, power on the ThinkNode-G4 WiFi HaLow Gateway by plugging in the USB
interface, then wait for at least 90 seconds. Proceed to the next step only after the
LINK indicator on the gateway device starts flashing.

Search for and connect to the WiFi named ThinkNode-G4_xxxxxx on your computer,
and the password is elecrow.com;

& WLAN a

7= ThinkNode-G4 2a2d82
b e

PN E S s ]

elecrow.com|

& BiE

BEZ Wi-FiiRE




After the connection is successful, open a browser and enter 10.42.0.1.
When the ThinkNode-G4 WiFi HaLow Gateway leaves the factory, it enables a
default configuration WiFi specifically for the initial setup;

10.42.0.1 is the default management IP of the gateway, and you can only access the
backend after connecting to this WiFi.

' @ 1042041 (< Al Mode

[ @ ThinkNode-G4_2a2d82 - LuCl - 10.42.0.1 X

Q  1042. - Google Search

Google

+ b @ ¢ Al Mode

After entering, you will arrive at this page. At the beginning, no password is set, so
you can enter directly for convenient first-time quick login.

c A Notsecure  10.42.0.1/cgi-bin/luci/

@

ELECROW

DTN EEEL .0 . L IS
[ =]

Reminder: If you set a password later and want to restore the G4 to its initial state
again, you need to press and hold the CFG button on the device for 10 seconds
before you can enter the initial password-free state.

Now click Log In to enter the settings interface.

After entering the welcome page, skip it directly without modifying the country or
hostname.



€« C  AnNotsecure 10.42.0.1/cgi-bin/luci/admin/morse/landing w Y BBEODeED W% @

This wizard will guide you through the initial setup of this device.

You can exit now if you'd prefer te configure manually.

HaLow Configuration

Country ~ US -

work, Warning: If
evice. For details, se

System Configuration

Hostname  ThinkNode-G4_2a2d82

Hostname is used for many device id purposes. including DNS.
Password
We recommend setting a password. This will protect both the web interface and ssh access. A

Select Standard WiFi HaLow mode and set it as Access Point (AP).

Standard WiFi HaLlow: Standard point-to-point / local area network mode with the
best stability and lowest latency, suitable for video transmission.

€ G AnNotsecure 10.42.0.1/cgi-bin/luci/admin/selectwizard * @ > @ £

Select a Wizard

Standard WiFi HaLow 802.11s Mesh
() (ijﬂ)
(T) ) D —1- @@
- ﬁﬂf;"’ TS N o) S
/ Access Point Client
Setup your device as a normal Access Point (AP) or Client Setup your device as part of an 802.11s Mesh (either as a
(Station) Mesh Point or a Mesh Gate).

AP Mode: Allows the gateway to actively broadcast HaLow signals and act as the
"central base station."

On the mode selection page, select Standard WiFi HaLow mode and set the gateway
to Access Point (AP) mode. This mode is the optimal choice for HaLow modules and
camera transmission. In AP mode, the gateway will actively broadcast HalLow
wireless signals and act as the central base station of the entire network, allowing
the ESP32 WiFi-HaLow module as a client to connect stably. This is the core
prerequisite for communication between the module and the gateway.



« @ ANotsecure 10.42.0.1/cgi-bin/luci/admin/morse/wizard & W ® e b 3 0 :

This Device

ThinkNode-
G4_2a2d82
| =

=
HaLow HaLow Client
Access
Point -
=
-
Halow Client

T ——

Client

@ As with any Wi-Fi network, HaLow has Clients (also known as stations) which discover and connect to an Access Point. If you select
client, non-Halow devices can use the HaLow link by connecting to the other interfaces.

Your ESP32 WiFi-HaLow module is a client, so there must be a HaLow AP acting as
the center in order for the module to connect to the gateway. This is the core
prerequisite for allowing the camera to connect to the gateway.

Next, configure the WiFi Halow account, password, channel, and bandwidth
settings.

SSID / Password: Allows the ESP32 WiFi-HaLow module to accurately identify and
securely connect to this network.

8MHz: A commonly used bandwidth in the Halow standard that balances

penetration capability, transmission distance, and data rate, and is sufficient for
transmitting camera video.

€ @ AnNotsecure 10.420.1/cgi-bin/luci/admin/morse/wizard mx BB OO0 % O :

This Device

ThinkNode-
G4_za2d82

—
HaLow Client
.
=
-
HaLow Client

551D | Halow Slave

Width Channel

Operating Freauency [~ i 4a zaim «

@ Available Bandwidths and Channels differ greatly across regions. The higher your bandwidth, the greater the potential throughput of A
h ion. Ifyou'r i iple HaLow access points you mat i hannels and a lower idth to
reduce interference. ]

Back l Next




The parameters must be exactly the same as the code configuration in your ESP32
WiFi-HaLow module; otherwise, the module will not be able to connect to the
gateway, and the camera will not be able to come online.

Code configuration:

MQTT_VIDEQ_STREAM

commaon.c

commaon.h

Select WiFi (2.4GHz), enter your home router SSID: elecrow888, password:
elecrow2014, and set the encryption method to WPA2-PSK.

Reason: The G4 itself does not have direct Internet access capability. It must connect
to your main router through 2.4G WiFi in order to obtain Internet access. This step
gives the gateway "Internet connectivity."

« C A Motsecure 10.42.0.1/cgi-bin/luci/admin/morse/wizard G ® 8 e I} =3 o H

—
f—) Existing router

This Device 24GHz WiFi
ThinkNode- 'T
G4_2a2d82 DHCP Client

J - SSID: elecrowsas

= =
192.168.12.
SSID: Halow_Siave
( 192.168.12.1 802.11ah
Halow HaLow Client

192.168.12.1 DHCP Server
!, HaLow |
DHCP Se 1D: Hal
’ ver| ) cess b SSID: Halow Siave
Point . I

Ethernet 5 L
o —
192.168.12. B Halow Client

HaLow Client

Laptop/Davice

None
Ethernet

® Wi-Fi (2.4 GHz)

Encryption WPA2-PSK v

A
B
[




Enable the 2.4G AP wireless hotspot of the ThinkNode-G4 WiFi HaLow Gateway itself
to facilitate subsequent gateway management and configuration. Here, we set the
AP SSID to "ThinkNode-G4_WiFi", the password to "elecrow.com", and select
"WPA2-PSK" as the encryption method. After the configuration is completed, the
gateway's default configuration WiFi will be disabled, and the new custom 2.4G AP
will serve as a stable management entry point for future use, allowing computers to
connect to the gateway for long-term network management and device debugging.

At the same time, this 2.4G AP also allows computers, mobile phones, and other
MQTT client devices to be in the same local area network as the gateway, providing
the network foundation for subsequent MQTT data communication. After the ESP32
WiFi-HaLow module connects to the ThinkNode-G4 WiFi HaLow Gateway through
the WiFi HaLow network, the module will be able to access the MQTT server through
the gateway and continuously upload real-time image data captured by the camera.

MQTT clients within the same network only need to subscribe to the corresponding
MQTT topic to receive the camera image data sent by the ESP32 WiFi-HaLow module
in real time, thereby achieving MQTT-based long-distance wireless real-time image
transmission and monitoring functionality.

< @ A Notsecure 10.42.0.1/cgi-bin/luci/admin/morse/wizard & % B A & o} % @ :

This Device 2.4GHz WIFI 2.4GHz WiFi

ThinkNode-
G4_2a2d82 DHCP Client
- SSID: elecron@ss

i

DHCP Server 192.168.42.x
SID: ThinkNode-G4_ SSID: Halow_Siave

= L—W_1. X2 =
(

182.168.12.1 802.11ah
Hal

DHCP Server ow
HalLow SSID: Halaw Siave HaLow Client
Access

—

182.168.12.1
(CP Server

Point

met

o
b

=

z

5

o

192.168.12.x
Halow Client

Enable Access Point ()
SSID | ThinkNode-G4_WiFi

Encryption  WPAZ2-PSK v

% |
2

@ This Halow device is also capable of 2.4 GHz Wi-Fi. If you enable a 2.4 GHz Wi-Fi Access Point, you will be able to connect non-
HaLow Wi-Fi clients to this device. A\

After completing all parameter settings, click Apply to save the configuration, and
wait for the gateway to restart automatically until the LINK indicator turns solid
green.

The Apply operation will write and activate all settings, including HaLow parameters,
2.4G Internet connection, and local AP configuration. A solid green LINK indicator
means that the Halow service, network connection, and local area network
communication are all functioning properly, and the gateway has entered a ready



state for normal operation.

3 G ANotsecure 10.42.0.1/cgi-bin/luci/admin/morse/wizard o % B @8 e 0 w @O
Al
~
e (7 M 192.168.12.x

This Device 2.4GHz WiF| 2.4GHz WIFI

ThinkNode-
G4_2a2082 DHCP Cilent
& SSID: elecronsas
‘ = 192.168.12.1
DHCP Server 192.168.12.x
SSID: ThinkNode-G4_. .. S8ID: Halow_Slave
| 192168121 802.11ah

192.168.12.1 DHCP Serv HaLow H: t
DHCP Server A SSID: Halow_Slave ot Gl
ccess

Point . o“ J

Ethemet

HaLow

= -
192.168.12.x W Halow Client
— HaLow Client

Laptop/Device
= Connect other HaLow-enabled devices to use your new Halow network.

« Connect 2.4 GHz devices to your network.

« Connect Ethernet devices to your network

@ Click Apply to persist your configuration. 1

< ¢ AnNotsecwe  10.42.0.1/cgi-bin/luci/admin/morse/wizard o @ 8 * 0 W @

English | BZ:8

Wizard Complete

Click below to exit the wizard

A

After the LINK indicator turns green, proceed to the next step, indicating that the
ThinkNode-G4 WiFi Halow Gateway has successfully completed network
initialization and entered a manageable state.

At this point, disconnect the current old WiFi and reconnect to the newly created
2.4G management network: ThinkNode-G4_WiFi, with the password elecrow.com.
After the connection is successful, open a browser and access the gateway’s new
management address 192.168.12.1 to enter the configuration interface.

The reason for this design is that after the gateway completes the configuration of
the WiFi HaLow network and the upstream router or Internet connection, it will
automatically switch to the internal management subnet 192.168.12.0/24, and
192.168.12.1 is the default management address within this local area network, used
for subsequent device management and MQTT-related configuration operations.



In the MQTT architecture, the significance of this network structure is:

Gateway as the WiFi HaLow € Internet bridging node
ESP32 WiFi-HaLow camera module as the MQTT Publisher
MQTT server as the data forwarding center (Broker)
Computer or mobile phone as the MQTT Subscriber

Therefore, when you enter the 192.168.12.1 management interface, you are
essentially configuring a complete MQTT data channel, allowing the ESP32
WiFi-HaLow module to enter the same local area network through the gateway and
further connect to the MQTT server to upload real-time camera data.

Ultimately, in this architecture:

The gateway is responsible for network connectivity and data forwarding

The camera module is responsible for publishing image data

The MQTT server is responsible for message distribution

The client is responsible for subscribing to and displaying the real-time video
stream

These three components (device, gateway, and client) work together within the
same network link to achieve a stable MQTT real-time video data transmission
system.

X A Notsecure | 192.168.12.1gi-bin/luci/ r ® P = O g+ o :

QELECROW

- root

fpg-a ThinkNode-G4 WiFi
CiEE, T2

TR elecrowsss 56
R FAST 4904

’f—?“awa

1. Your HalLow camera module — connects to the gateway's HaLow AP (Halow_Sla
ve) in Client mode.

The module obtains an IP address in the 192.168.12.x subnet.

3.  Your computer connects to the G4's 2.4G network (ThinkNode-G4_WiFi), which
is also within the same subnet.



After your computer connects to this WiFi, enter the URL 192.168.12.1 in the
browser, and you will be able to see the current management interface.

€ 5 ©  AMNotsecure 192168.12.1/cgi-bin/luci/ % B {

e ———————— - ————— - —y Y

SSID  Halow_Slave Name(s) ahwlan SSID  elecrow888

Device wlan0 1Pv4 192.168.12.1/24 Device phy0O-sta0
IPvé None P 192.168.50.20
Speed 57.8 Mbps

. i v

Connected Devices DHCP Leases Connected

@ Quick Config
& Wizards

Access Point (2.4 GHz) &F Mode o Network Interfaces o
@ Advanced Config

SSID ThinkNode-G4_WiFi Halow Access Point
@ Help Device phy0-ap0 - -

Speed (avg) 65Mbps = 8

* Logout ahwlan -

i
1

Connected Devices

System
Model ThinkNode-G4
Hoctnama  ThinkNindadGa 227489

Configure MQTT
» Mosquitto Download

Visit the official Mosquitto download page: https://mosquitto.org/download

Under the Windows category, select the version suitable for your system.

() mosavitto ecLipse  cedalo Home Blog  Download
Download

Source

* mosquitto-2.1.2.tar.gz (GPG signature)

& Git source

tory (github.com)

f

Older downloads are available at htt;

‘mosquitto.org/files

Binary Installation

The binary packages listed below are supported by the Mosquitto project. In many cases Mosquitto is also available directly from official Linux/BSD distributions.

Windows

* mosquitto-2.1.2-install-windows-x64.exe

* mosquitto-2.1.2-install-windows-x86.exe

Older installers can be found at https://mosquitto.org/files/binary/.

See also README-windows.md after installing.

Mac

Mosquitto can be installed from the homebrew project. See brew.sh and then use brew install smosquitto

Linux distributions with snap support

o snap install mosquitto


https://mosquitto.org/download

Here, my computer uses a 64-bit operating system, so | selected the x64 version.

Windows

=

o mosquitio-2.1.2-install-windows-x64.ex

[in]

» mosquitto-2.1.2-install-windows-x86.exe
Older installers can be found at https://mosquitto.org/files/binary/.

See also README-windows.md after installing.

> Installation
Double-click to run the downloaded .exe installer.

Follow the prompts and click "Next". When selecting components, the "Service"
option will be checked by default (this will register Mosquitto as a Windows system
service and enable automatic startup on boot).

Remember vyour installation path. By default, it is wusually: C:\Program
Files\mosquitto.

» Modify Configuration
Enter the installation directory: C:\Program Files\mosquitto

Find the mosquitto.conf file.

rearre LdLe e ype e
D edl-v10 2026/2/9 19:25 File 2 KB
D epl-v20 2026/2/9 19:25 File 15 KB
libcrypto-3-x64.dll 2026/2/9 19:26 Application exten... 5.202 KB
libmicrohttpd-dil.dll 2026/2/9 1%:26 Application exten... 208 KB
libssl-3-x64.dlI 2026/2/9 19:26 Application exten... 831 KB

‘ D mosquitto.conf 2026,/5/18 15:46 COMNF File 51 KB
maesquitto.dll 2026,/2/9 1%:28 Application exten... 23 KB
mosquitto.exe 2026/2/9 1%:27 Application 335 KB
i) mosquitto.ico 2026/2/9 19:25 ICO File 34 KB
rmosquitto_acl_file.dll 2026/2/9 1%:27 Application exten... 19 KB
mesquitto_common.dll 2026/2/9 1527 Application exten... 42 KB

mosquitto_ctrl.exe 2026/2/9 15:28 Application 56 KB



Open Notepad or another text editor as administrator.

At the end of the file, add the following two lines:

listener 1883 0.0.0.0

allow_anonymous true

8.0.0.8
5 true

allow anonymou

Save and close the file.
» Startup

Press the shortcut key Win + R, enter services.msc, and press Enter to open the
Windows "Services" manager.

! Run *

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: |5ervices.msc v

[ Ok | Cancel Browse...

Find the service named Mosquitto Broker.




r

S Services = | X
File Action View Help

e @ Ec HE > np

2, Services (Local) \EA Services. ﬁca{} .

Mosquitto Broker Mame = Description Status Startup Type Log
;’?;Microsn&iSCSI Initiator Ser...  Manages In... Manual Loci

%;_Eﬁi:::g::ce l%{;MicrUsoft Keyboard Filter Controls ke.. Disabled Loci
‘& Microsoft Passport Provides pr..  Running  Manual (Trig... Loci

@Mlcroso& Passport Container Manages lo..  Running  Manual (Trig...  Loci

De_script\on: X -&‘V-:)/;Microsoft PC Manager Servi... MicrosoftP.. Running  Automatic Loci
E:!E:re Mo=Austa MO v3/v3: 11 -;?;Microsoft Software Shadow... Manages so... Manual Leci
‘£ Microsoft Storage Spaces S..  Host service.. Manual MNet

@Microso& Store Install Service Provides inf.. Running  Manual Loci

;’?;Microsoft Update Health 5e.. Maintains U... Disabled Loci

'-.Q;MicrclsoFtWindows SMS Ro... Routes mes... Manual (Trig... Lo

losquitto Broker Eclipse Mos... Running Automatic Loc,

ExMTAgentService Agent service  Running  Automatic Loci

{T;)}MTSchedulerSenrice Schedulers.. Running  Automatic Loci

-(.%Natural Authentication Signal aggr... Manual (Trig... Loci

é:é;Net.Tcp Port Sharing Service  Provides abi... Disabled Leci

@Netlogon Maintains a ... Manual Loci

;’:);NetworkConnected Device... Network Co... Manual (Trig... Lo

~£:§Network Connection Broker  Brokers con..  Running  Manual (Trig... Loci

;Q}Network Connections Manages o... Manual Lo

;T;:{(Network Connectivity Assis.. Provides Dir... Manual (Trig... Loci

»{‘:)}NetworkList Service Identifies th.. Running  Manual Met

Extended /(Standard;(

Right-click it and select "Restart" (or "Start") to ensure that the configuration you
just modified takes effect.

» Verification

You can open two CMD/PowerShell windows to test whether the service is working
properly.

First, enter the file directory where you installed Mosquitto.

J » ThisPC » Pmemem () > wifihalowmodule > MQTT > Mosquitto > Se:
T Sort = View ~ sen

3 MName - Date modified Type Size

» dashboard 2026/5/18 1%:37 File folder

> devel File folder

2 D aclfile.example EXAMPLE File | KB
U Changelog.txt Text Document 160 KB

' cjson.dll Application exten.., 35KB

B [ edi-v10 File 2KB
[ epl-v20 File 15 KB
B libcrypto-3-x64.dll Application exten... 5,202 KB
E libmicrohttpd-dil.dll Application exten.., 208 KB
[2] libssl-3-x64.dIl Application exten... 851 KB
ID maosguitto.conf CONEF File 51 KB
|_—-j masguitto.cdll 2026/2/9 19:28 Application exten.., 23 KB
[®] mosquitto.exe 2026/2/9 19:27 Application 335 KB




Then right-click within this file path and open two terminals.

> ThisPC > EFh0&E () » wifihalowmodule > MQTT » Mosquitto > Search Mosquitto a
Tl Sort = View e (1 Preview
MName . Date modified Type Size "

dashboard File folder

devel File folder
D aclfile.example EXAMPLE File 1 KB
=| Changelog.txt Text Docurnent 160 KB
5| cjson. 2026/2/9 19:26 Application exten... 35KB :
D gson.dll pplication exten B SS View
[ edi-v10 2026/2/9 19:25 File 2KE
- Tl Sort by
D epl-v20 2026/2/9 19:25 File 15 KB

y s ) _— . f= Group by
E‘, liberypte-3-x64.dil 2026/2/9 19:26 Application exten... 5202 KB
Q libmicrohttpd-dil.dil 2026/2/5 19:26 Application exten 208 KB ") Undo Delete Ctrl+Z
E‘, libssl-3-x64.dll 2026/2/9 19:26 Application exten... 851 KB 3 New
[7] mosquitto.conf 2026/5/18 15:46 CONF File 51 KB - .
P ! o /42 Properties Alt=Ents
E} mosquitto.dil 2026/2/9 19:28 Application exten... 83 KB
FE] mosquitto.exe 2026/2/9 1927 Application 335 KB I B4 Open in Terminal |
4 mosquitto.ico 2026/2/9 19:25 ICO File 34KB ¥ & Code FTFF
Q rmosquitte_acl_file.dll 2026/2/9 19:27 Application exten... 15 KB — i

575 Show more opticns

B‘ mosquitto_common.dll 2026/2/9 19:27 Application exten... 42 KB .

Enter the following commands respectively
Window 1 (Subscriber)

A\mosquitto_sub -h localhost -p 1883 -t "windows/test"

Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS J:\wifihalowmodule\MQTT\Mosquitto> .\mosquitto_sub localhost 1883

Window 2 (Publisher)
mosquitto_pub -h localhost -p 1883 -t "windows/test" -m "Hello Elecrow"

Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for nem features and improvements! https://aka.ms/PSWindows

PS J:\wifihalowmodule\MQTT\Mosquitto> .\mosquitto_pub localhost 1883
PS J:\wifihalowmodule\MQTT\Mosquitto>




If Window 1 displays "Hello Elecrow", it means the deployment was successful!

Windows PowerShell x | e

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

P55, module\MQTT\Mosquitto> .\mosquitto_sub localhost 1883
Hello Elecrow

Windows PowerShell X )

Windows PowerShell
Copyright (C) Micresoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS J:\wifihalowmodule\MQTT\Mosquitto> .\mosquitto_pub localhost 1883
PS J:\wifihalowmodule\MQTT\Mosquitto>

The use of MQTT

Now that MQTT communication has been successfully established, let us further
analyze the data interaction process between the ESP32 WiFi-HaLow module and the
computer side. This section will mainly explain the program implementation of the
ESP32 WiFi-HaLow module as the MQTT Publisher, as well as the code logic of the
computer side as the MQTT Subscriber.

First, let us look at the program implementation of the ESP32 WiFi-HaLow module as
the MQTT Publisher. (Here we will only explain the key parts of the code.)

Click the link below to download the publisher-side code for the ESP32 WiFi-HaLow
module.

https://github.com/Elecrow-RD/ESP32 Wi-Fi HaLow Module with 2MP Camera 3
2Mbps High Speed/tree/master/example/V1.0/ESP-IDF Code/MQTT Video Strea

m

First, look at the mqtt_pic_client.c file in the project.
1. camera_publish_task(void *pvParameters)

This function is a FreeRTOS task function and serves as the core functional
implementation unit of the project, specifically responsible for continuously
capturing camera images and publishing them through MQTT;

After the task starts, it continuously runs in a loop. It first calls the camera interface
to capture a frame image and checks whether the image format is JPEG (only JPEG
format upload is supported)


https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Video_Stream
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Video_Stream
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Video_Stream

ire failed");

frame->format == PLXFORMAT_ JPEG

After verification passes, it calls the MQTT publish interface to send the image data
to the specified topic. After publishing is completed, it releases the camera frame
buffer

Jimage_data_buf,

"Published camera frame, t

g id, (un

Finally, it delays according to the configured time interval and waits for the next
capture and publishing cycle. The task parameter receives the MQTT client handle
for data uploading.

2. mqtt_event_handler(void *handler_args, esp_event_base_t base, int32_t
event_id, void *event_data)

This function is the MQTT client event callback handler. It is automatically called by
the ESP-IDF MQTT library and is used to handle all MQTT-related events;

The function parses different event IDs to handle various scenarios such as
successful MQTT connection, disconnection, topic subscription/unsubscription,
message publishing completion, receiving subscribed data, and error occurrences.
The core logic is to create the camera publishing task only once after the MQTT
connection is successfully established, while other events are only used for log
printing or error information parsing. It serves as the core interaction layer between
the MQTT client and the application layer.



3. mqtt_app_start(void)

This function is the initialization and startup entry function for the MQTT client. It is
responsible for configuring connection parameters such as the MQTT server address,
username, and password.

.credentials.username CONFI :
.credentials.authentication.password =

It calls the ESP-IDF MQTT library to initialize the client handle, registers the above
event callback function to handle all MQTT events, and finally starts the MQTT client
to connect to the server. It is the startup entry point of the entire MQTT functionality.
Once called by the main function, it completes the initialization and connection of
the MQTT service.

Here you need to open menuconfig to configure connection parameters such as the
MQTT server address, username, and password.

esp_camera_af.c

esp_camera.c
OUTLINE

Manage
¢ e il COMPONENTS

her
Partition Table
MQTT Configuation

Publish

10

Component config
ESP-MQTT Configurations




These MQTT configuration items shown in the ESP-IDF configuration interface are
used to allow the camera client on your ESP32 WiFi-HaLow module to correctly
connect and communicate with the specified public MQTT server.

Among them, BROKER_URL specifies the public IP address and port of the server,
while BROKER_USERNAME and BROKER_PASSWORD are used for authentication;

PUBLISH TOPIC (halow/up) defines the target topic for image data publishing, while
Publish interval(ms) (10ms) controls the image publishing frequency. These
parameters will be referenced by your code during compilation and are the
foundation for the normal operation of the camera image uploading function. In
addition, this server is a public server, and your device data will be transmitted
directly to the server through the Internet.

Here everyone needs to prepare and configure a public MQTT server by themselves.
After completing the MQTT service application and deployment, you need to fill in
the corresponding server information in the program configuration, including the
MQTT server address (IP or domain name), port number, client ID, username,
password, and the MQTT topic to be used.

Only when these configuration parameters are correctly filled in can the ESP32
WiFi-HaLow module successfully connect to the MQTT server and stably publish the
real-time image data captured by the camera, allowing clients subscribed to the
corresponding topic to correctly receive and display the image content.

Next, we also need to enable this in menuconfig.

|| Discard Reset

Support per-interface loopback

Otherwise, errors will occur in the code inside the framework directory of the
project.



« MQTT_VIDEQO_STREAM

if, n
(metif,

n Executing task \wifihalowmodule\tools\tools\ninja\l.18.2\ninja.EXE
264 | err_t result;

J: /wifihalowmodule/Code/MQTT_Video Stream/framework/src/mmipal/lwip/mmipal lwip.c: In function ‘tcpip_init done_handler®:
J: /wifihalowmodule/Code/MQTT Video Stream/framework/sr: Lfmnlpalflmpfnmlpal lwip.c:502:5: implicit declaration of function '
et_status callback'; did _;ou mean ‘netif status callback'? [-We ation]
582 | € 1 (netif, netif status c allba:,k_,,
|

7 .r'wifihalwnodule,f{:oder’l’"iQ‘I'L\.’idEuﬁStr‘ean/ﬁ'anewal‘k.r’sr‘c/mnipal/lwipr’nmipalﬁlwip.c:594:11: W unused variable 'resulté’ [-Wu

some warnings being treated as errors
] Building € cbject esp-idf/mmiperf/CMakeFiles/ _idf mmiperf.dir/lwip/mmiperf udp.c.obj

The framework folder in the project is the core MM-loT-SDK framework directory
provided by Morse Micro. It provides complete support for the underlying hardware,
protocol stack, and system adaptation for your ESP32 + HaLow WiFi module project,
and serves as the foundation that allows the project to run properly.

Therefore, we need to add the path of this framework to the environment variables
on the computer.

Recent Quick searches 1

IS Edit the system environment variables

Focus settings  Sound settings
&= system Bluetooth & clevices  Display settings
. Seniices Color settings ~ Search settings
{8) settings
Top apps
# Paint
- 9
File Explorer Arduino IDE Visual Studio Code
& | Q
: trf
Notepad Microsoft Edge WeCom

u
u
0
r
(3

=exe



System Properties *

Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance

Wisual effects. processor scheduling, memory usage. and vitual memony

Settings

User Profiles
Desktop settings related to your signdn

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings...

Environment Yariables...

oK Cancel

Then add the path of the framework in the upper section.

¥ | 1 ® () > wifihalowmodule > Code > MQTT_Video Stream > |
@D @ T Sort = View ~ see
Name - Date modified Type Size
_ wscode 026/ File folder
~ build 2026/5/2 File folder
_ framework 2026/5/20 10:12 File folder
~ main File folder
~ managed_components File folder
=] CMakeLists.txt Text Document TKB
D dependencies.lock LOCK File JKB
partitions.csv Comma Separate... TKB
[ sdkeonfig 2026/5/20 11:00 File 62 KB
D sdkconfig.old OLD File 62 KB
Environment Variables X

User variables for 14175

Variable
IDF_TOOLS_PATH

OneDrive \Users\ 14175\ 0neDrive
OneDriveConsumer Ci\Users\14175\OneDrive
Path Ci\Users\14175/.pyenv/bin:C:\Users\14175/.pyenv/shims;C:\Python...
PYENY_ROOT Ci\Users\14175/.pyenv
TEMP Ci\Users\14175\AooData\Local\ Temo
New... Edit... Delete
System varizbles
Varizble Value
ComSpec Ci\Windows\system32\cmd.exe
DriverData Ci\Windows\System32\Drivers\DriverData
MOSQUITTO_DIR Ihwifihalowmedule MOTT\Mosquitto
NUMBER_OF PROCESSORS 6
0s Windows_NT
Path CiWindows\system32:C:\Windows; C:\Windows\System32\Whem..
PATHEXT COM: EXE: BAT: CMD: VBS:.VBE: JS: JSE: WSF. WSH. MSC
| Mew... Edit... Delete



After completing the addition, remember to save the settings step by step.

Environment Variables *

User variables for 14173

Variable Value
IDF_TOOLS_PATH J\Basic_HMI_Code\|DF\Espressif
MMIOT_ROOT Fywifihalowmodule\Code\MOTT_Video_Stream
OneDrive C\Users\ 14175\ 0OneDrive
OneDriveConsumer C\Users\ 14175\ Onelrive
Path Ch\Users\ 14175/ pyenv/bin; C\Users\ 14173/ pyenv/shims; C\Python...
PYENV_ROOT C\Users\ 14175/ . pyenv
TEMP Ch\Users\ 14175\ AppDatat Local\ Termp
MNew.., Edit... Delete
Systern variables
Variable Value
ComSpec C\Windows\system32\crmd.exe
DriverData Ch\Windows' System32\Drivers\DriverData
MOSCUITTO_DIR Ihwifihalowmodule\MOTT\Mesquitte
MNUMBER_OF_PROCESSORS 6
05 Windows_NT
Path CA\Windows\system32; C:\Wind ows; C\Windows! System32\Whem;...
PATHEXT .COM:.EXE:. BAT:.CMD:.VBS: VBE: J5:.JSE: WSF: \WSH:.MSC
MNew.., Edit... Delete
System Properties X

Computer Mame Hardware Advanced  System Protection  Remote

ou must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign4n

Settings...
Startup and Recovery
System startup, system failure, and debugaing information

Settings...

Environment Variables. .

oK Cancel Apply

After completing the system environment variable configuration, you need to restart
the computer so that the operating system can reload the updated environment
variable information. This ensures that the computer can correctly recognize the



new system configuration and avoids program runtime errors or related tools failing
to work properly due to environment variables not taking effect in time.

Its core function can be summarized in one sentence:

This framework folder is the underlying dependency and runtime support layer of
your project. It contains Morse Micro’s HaLow WiFi protocol stack, hardware
abstraction layer, system adaptation code, and compilation/build scripts.

It is responsible for communicating with your WiFi Halow module hardware,
handling the low-power WiFi protocol stack, and providing stable API interfaces to
the upper-layer main directory (your MQTT camera code), allowing you to directly
develop application functions without writing drivers and protocols from scratch.

Breakdown of the functions of the key subdirectories:

morselib / mm_shims: Morse Micro’s core libraries and system adaptation layer,
encapsulating the Halow protocol stack, WLAN drivers, and operating system
(FreeRTOS/ESP-IDF) adaptation interfaces. Functions such as app_wlan_init() and
app_wlan_start() in your code call the APIs here to connect to the HaLow network.

morsefirmware: Contains the firmware files for the HaLow module. These files are
packaged into the final firmware image during compilation to provide underlying
runtime support for the WiFi module.

src: The core source code directory of the framework, containing low-level
implementations such as protocol stacks, hardware drivers, and event handling.

mk: Makefile/CMake scripts related to compilation and building. It integrates with
the ESP-IDF build system to ensure that the framework code can be correctly
compiled and linked into your project.

doc: Documentation and instruction files related to the framework, including API
references, development guides, and more.

In simple terms, the camera + MQTT code in the main directory is the “application
layer,” while the framework directory is the “foundation” that makes everything run
properly. It is responsible for handling low-level complex tasks such as WiFi
connections, hardware drivers, and protocol stacks, allowing you to focus on
implementing the business logic for image capture and MQTT publishing.

At this point, the configuration in menuconfig is completed. Remember to save the
configuration.



Next, look at the mqtt.c file in the project.

1. init_camera(void)

This function is the ESP32 camera hardware initialization function. It is responsible
for configuring all core parameters of the camera, including GPIO pins, clock
frequency, image format (JPEG), resolution, buffer size, and more. It calls the ESP-IDF
camera driver interface to complete the hardware initialization; after successful
initialization, it obtains the camera sensor object and sets parameters such as image
flipping and saturation according to different sensor models (OV3660, OV2640, etc.).
Finally, it returns the initialization status, which is the prerequisite for the camera to
function properly.

2. app_main(void)

This function is the main entry function of the ESP32 program (equivalent to the
standard C main function) and serves as the execution starting point of the entire
project; the function sequentially completes NVS flash initialization (used to store
WiFi/MQTT configurations), creates the default event loop, initializes and starts the
WLAN WiFi connection, initializes the camera hardware (and exits directly if
initialization fails), and finally starts the MQTT client, connecting the three core
modules: WiFi, camera, and MQTT, to complete the overall system initialization and
functional startup.

matt_pic_client.c focuses on MQTT communication + camera image uploading,
including four major functions: error handling, core tasks, event callbacks, and MQTT
startup;

matt.c focuses on system initialization, including two major functions: camera
hardware initialization and the main program entry;

Overall process: The program starts running from the app_main main entry point. It
first completes NVS flash initialization and system event loop creation, then calls the
Halow WiFi-related interfaces to initialize the WiFi module and establish the
network connection. After the network connection is successful, it performs camera
hardware initialization, configures parameters such as pins, image format, and
resolution, and starts the camera.

Then it starts the MQTT client and allows it to automatically connect to the public
MQTT server. After the MQTT client successfully connects to the server, a FreeRTOS
task for camera image capture and publishing is created and started in the event
callback.

This task continuously runs in a loop at the configured time interval: obtaining a
frame of JPEG image data from the camera, publishing the image data to the
specified halow/up topic through the MQTT protocol, releasing the camera buffer
after publishing, and then delaying before waiting for the next capture and upload
cycle. Throughout the entire process, the images captured by the ESP32 camera are
continuously uploaded to the public MQTT server through the HaLow WiFi network.



Next, let us take a look at the implementation of the PC side as the MQTT Subscriber.
This section will mainly explain how the computer connects to the MQTT server,
subscribes to the specified MQTT topic, and receives and processes the camera
image data published by the ESP32 WiFi-HaLow module.

Please click the link below to download the example code for the PC-side MQTT
Subscriber.

https://github.com/Elecrow-RD/ESP32 Wi-Fi HaLow Module with 2MP Camera 3
2Mbps High Speed/tree/master/example/V1.0/ESP-IDF Code/MQTT Client

This Python code is the receiving side of the ESP32 camera image transmission
system. Its core function is to act as an MQTT client to connect to the public server
you configured, subscribe to the image topic published by the ESP32, receive binary
JPEG data in real time, decode it, display it as a video stream using OpenCV, and
provide a safe exit mechanism.

This section first imports the dependency libraries required for the project:
paho.mqtt is used to implement MQTT client communication, numpy is used to
convert the received binary data into array format, cv2 (OpenCV) is used for image
decoding and window display, and sys is used for safe program termination;

If Python is not installed on your computer, please go to the official Python website
to download and install it.

Python official website: python.org

» Go to the official Python website to download the installation package. It is
recommended to choose Python 3.10 or above stable versions for the best
compatibility.

» Launch the installer. On the first page, make sure to check Add python.exe to
PATH so that the system environment variables can be automatically configured
without manual setup, then click to complete the installation using the default
installation path.

» After the installation is completed, open the cmd command line and enter
python --version and pip --version. If the version numbers are displayed
correctly, it means the installation and configuration were successful.


https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Client
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Client

Here you need to press Win + R to open CMD.

— Run X

Type the name of a program, folder, document, or Internet
=7 resource, and Windows will open it for you.

Opem | e

|. QK . Cancel Browse...

Then install them one by one.

pip install paho-mqtt
pip install numpy
pip install opencv-python

paho-mqtt: Used to implement MQTT client connection, topic subscription, and
receiving server data.

numpy: Used to convert the binary image data stream into array format.

opencv-python: Used to perform JPEG image decoding and real-time local window
image display.

Then the MQTT server address, subscription topic, username, and password are
defined. These configurations correspond exactly to the publisher side on your
ESP32, ensuring that the server can be connected correctly and data can be received.

“halow/up"

Here three global variables are defined: WINDOW_NAME is the title of the OpenCV
display window; latest_img is used to cache the latest received image frame to avoid
lag caused by frequent window refreshing; window_created is a status flag used to
prevent window state detection from being called before the window is fully created,
thereby preventing program errors.

W MAME = "WiFi Halow Video Feed”™

This is the callback function triggered after the MQTT client connects to the server. It
will be automatically triggered once the client successfully establishes a connection
with the server: it first checks the connection status code. If the status code is 0O, it
means the connection is successful, and it will immediately subscribe to the image
topic halow/up published by your ESP32 device to prepare for receiving data; if the




connection fails, it will print the error code to help troubleshoot network or
configuration issues.

*value')
nnected to serwver: {M (ER}")

¥s continuowsly listening for data...™)

print(f" X Failed to connect to server, error code: {status_code}")

This is the core data processing function of the entire receiver side. It is
automatically executed whenever the subscribed topic receives a new message: it
first uses np.frombuffer to convert the received binary data into a numpy array, and
then uses cv2.imdecode to decode the JPEG-format array into an
OpenCV-recognizable image format; if decoding succeeds, the image will be stored
in the global variable latest_img for display in the main loop; if decoding fails (for
example, due to an incomplete data packet), a warning message will be printed to
prevent the program from crashing.

cception occurred during data processing: {el}™)

This part completes the creation and configuration of the MQTT client: it first creates
a client instance using the new callback API, binds the previously defined on_connect
and on_message callback functions, and then sets the server username and
password; afterward, it attempts to connect to port 1883 of the public MQTT server.
After the connection is successful, client.loop_start() is called to start a background
thread that continuously listens for server messages, preventing the display logic in
the main loop from being blocked.

client = .Client({callba:
client.on_connect = on_conn
client.on_message
client.username_pw_

client.connect(MOTT_
client.loop start()

The main loop is the core of the program’s display and control logic: when latest_img
is not empty, cv2.imshow is called to display the latest image and mark that the
window has been created; meanwhile, cv2.waitKey(30) refreshes the window every
30 milliseconds and checks keyboard input. Pressing the q key will exit the program;
after the window has been created, the program will also detect whether the



window has been manually closed. If the window is closed, the loop will
automatically exit to prevent the program from freezing in the background.

Ty

D_PROP_VISIBLE) < 1:

s Exiting...")

Finally comes the exception handling and resource release section: if an uncaught
exception occurs during program execution, an error message will be printed;
regardless of whether the program exits normally or terminates unexpectedly, the
finally block will always execute to stop the MQTT background thread, disconnect
from the server, and destroy the OpenCV window, ensuring that all resources are
safely released and preventing memory leaks or port occupation.

Complete Code

Kindly click the link below to view the full code implementation.

Publisher Code:

https://github.com/Elecrow-RD/ESP32 Wi-Fi_Halow Module with 2MP_Camera 3
2Mbps High Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT Video Strea
m

Subscriber Code:

https://github.com/Elecrow-RD/ESP32 Wi-Fi_Halow Module with 2MP_Camera 3

2Mbps High Speed/tree/master/example/V1.0/ESP-IDF Code/MQTT Client



https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Video_Stream
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Video_Stream
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Video_Stream
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Client
https://github.com/Elecrow-RD/ESP32_Wi-Fi_HaLow_Module_with_2MP_Camera_32Mbps_High_Speed/tree/master/example/V1.0/ESP-IDF_Code/MQTT_Client

Programming Steps

At this point, we have completed the explanation of all configurations and related
code. Next, we will run the code and observe the results.

First, connect the ESP32 WiFi-HaLow module to your computer using a USB cable.

y 2 * i
e

Make sure to modify the WiFi HaLow account and password in the code to match
your own settings.

EXPLORER

~ MQTT_VIDEQ_STREAM

“mmhal.h”
“mmwlan.h"

"mmosal.h”

mm_app_common.c

yonent.ymi
build

npc




Finally, following the steps in the first lesson, select the ESP-IDF version V5.1.1, UART,
the serial port you are using, and the main control chip ESP32S3 of the ESP32
WiFi-HaLow module.

» OUTLINE

» TIMELIME
» PROJECT COMPONENTS

Then click this button for compile, upload, and open serial monitor to complete all
these operations with one click.

) Accounts
OUTLINE

+ TIMELINE
1

» PROJECT COMPONENTS

After the flashing process is completed, the ESP32 WiFi-HaLow module will actively
connect to the HaLow gateway.

WLAN STA connected —
Link is up. Time ms, IP: 192.168.12.126, Netmask: 255.255.255.8, Gateway: 192.168.12.1

You can also see the connected HaLow devices from the web management interface.
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Click Connected Devices.
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You can view the information of the devices currently connected to the gateway.
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You can also see the HalLow indicator on the gateway light up, which further proves
that the ESP32 WiFi-HaLow module has successfully connected to the Halow
gateway.

After you enter the correct MQTT server IP address, the ESP32 WiFi-HaLow module
will start uploading the camera images to the MQTT server.

Next, start the subscriber-side code.
| have now placed the code on the desktop, so | will first enter the file path where it
is located.



] cawindows\system32\cmd.e: X =

Microsoft Windows [Version 10.0.22631.6060]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\1u175pcd Desktop

C:\Users\14175\Desktop>cd Desktop
The system cannot find the path specified.

C:\Users\14175\Desktop>

\WiFi{Halow

Then start the code.

indows\system32\cmd.e: X AF

The system cannot find the path specified.

C:\Users\1U175\Desktopfpython WiFi_Halow_Camera_Video.py
Attempting to connect to O7 [ = B -
Entering main loop, waiting to receive the first frame...
fl Successfully connected to server: U7

Successfully subscribed to topic: halow/up, continuously listening for data...
Received new data! Size: 6838 bytes

Received new data! Size: 6817 bytes B WiFi Halow Video Feed
Received new data! Size: 6812 bytes

Received new data! Size: 6819 bytes

Received new data! Size: 6825 bytes

Received new data! Size: 6825 bytes

Received new data! Size: 6828 bytes

Received new data! Size: 6817 bytes

Received new data! Size: 6821 bytes

Received new data! Size: 6833 bytes

Received new data! Size: 6827 bytes

Received new data! Size: 6827 bytes

Received new data! Size: 6812 bytes

Received new data! Size: 6812 bytes

Received new data! Size: 6833 bytes

Received new data! Size: 6823 bytes

Received new data! Size: 6823 bytes

Received new data! Size: 6829 bytes

Received new data! Size: 6825 bytes

Received new data! Size: 6821 bytes

Received new data! Size: 6832 bytes

Received new data! Size: 6832 bytes

Received new data! Size: 6832 bytes

L
2
=]
2
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2
=]
=]
2
=]
=]
2
2
2
=]
2
2
2
=]
=]
2
=]
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2

You will then be able to see the images captured by the camera on the ESP32
WiFi-HaLow module.

Since this project uses MQTT to transmit camera data, the subscriber side is not
restricted by geographical location. No matter where the computer, mobile phone,
or other client devices are located, as long as they can access the same public MQTT
server and subscribe to the same MQTT topic, they will be able to receive the data
published by the ESP32 WiFi-HaLow module in real time, thereby viewing the
real-time images captured by the remote camera.
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